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•
– From conception…

– … to realisation & operation.

Through the full product 
development lifecycle

•

•

– Inventory of existing approaches

– Privacy design strategies

– Technical building blocks (PETs)

mailto:jhh@cs.ru.nl


09/02/2015

2

•
– State of the art of privacy-by-design and overview of 

existing PETs and design approaches

•
– References to current available technologies and methods

•
– Understand opportunities, challenges and limits of the 

privacy-by-design approach

•

– Little awareness

– Tools lacking

•

– Privacy by design can be promoted through appropriate 
standardisation efforts

•

•
– They break when composing systems

•

•
– Privacy or utility first?

•

•

•

•

•

•

•

•

•

•

•

•

•
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•
– OECD guidelines

– Fair Information Practice Principles

– EU Data Protection Directive 95/46/EC

•
– ISO/IEC 92100 Privacy Framework

•
– Confidentiality

– Integrity

– Availability

•
– Unlinkability

– Transparency

– Intervenability

•
– Consent, performance of contract, legal oblication, vital interest 

(subject/controller), public interest

•
– Specific, informed, explicit

•
•

– Proportional, subsidiary

•
•
•
•
•

•
– the identification and consulting of stakeholders,

– the identification of risks,

– the identification of solutions and recommendations,

– the implementation of the recommendations,

– reviews, audits and accountability measures

•

Concept
Development

Implemen-
tation

Privacy enhancing technologies
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•
– “A basic method to achieve a particular design goal” – that 

has certain properties that allow it to be distinguished from 
other basic design strategies

•
– “Commonly recurring structure to solve a general design 

problem within a particular context” 

•
– “A coherent set of ICT measures that protects privacy” –

implemented using concrete technology

Information storage

Information flow

•
– Data minimisation

– Purpose limitation

– Proportionality

– Subsidiarity

– Data subject rights: consent, (re)view

– Adequate protection

– (Provable) Compliance

•
– Minimise

The amount of PII should be minimal

– Separate
Process PII in a distributed fashion

– Aggregate
Process PII in the least possible detail

– Hide
PII should not be stored in plain view

•
– Enforce

A privacy policy should be in place and be enforced

– Inform
Subjects should be informed when PII is processed

– Control
Subjects should have control over when/how PII is processed

– Demonstrate
Compliance to policies and legal requirements must be demonstrated
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Strategy Patterns Coverage

Minimise Select before you collect, 

anonymisation, ….

Separate Distribute, sector-specific pseudonyms

Aggregate Data fuzzing; coarse-grained location

Hide Encryption, onion routing, Tor

Enforce Access control, privacy licenses

Inform P3P (?)

Control Informed consent (?)

Demonstrate Privacy management system, logging

•
– Confidentiality / Integrity

•
– Authenticity

•

•

•

•

•

•

Identity Provider Relying Party

User

attributes

All parties are on line
Security and privacy 

risks
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•

•

•

Credential

Attribute

Credential Issuer Relying Party

User

Credential Issuer Relying Party

User

C:

B:

A:

•

•
– Issuing with disclosing, and

– Between two disclosures 

•

•

•

•

•

•

•

•

•
– Many concrete privacy enhancing technologies

– Few concrete privacy design patterns

– No integration into development methodologies

•
– a fragile property

– hard to measure

– hard to balance with utility

– complex to  achieve
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