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solutions from privacy research
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privacy research 
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distributed trust model: avoid single point of failure

data minimization: every bit counts

open source: it takes a village to keep it secure
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privacy research 
paradigms

privacy 
as 

confidentiality

the right to be let alone. 
Warren & Brandeis (1890)

concealing information and identity

privacy 
as control

personal 
information, 
FIPPs, 
transparency

right of the individual to decide 
what information about himself 
should be communicated to 
others and under what 
circumstances. (Westin 1970)
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transparency

individual participation

data minimization (diff. trust model)

(DHS) FIPPs
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organizational 
compliance, data 
subject 
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identity management
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privacy policies
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privacy research 
paradigms

privacy 
as practice

the freedom from unreasonable 
constraints on the construction of 

one’s own identity (Agre, 1999)transparency and feedback
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aid in privacy decision making and nudges

salient controls according to user expectations

support collective practices throughout time
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privacy research 
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service provider implements part: 
private information retrieval
attribute based credentials

autonomous applications: 
pgp
ghostery

collaborative applications: 
distributed SNS
TOR
multi-party computation
open standards?

dependent solely on service provider:
privacy settings on social networkinfo privacy 

legislation

pr
iv

ac
y 

fu
nc

tio
na

lit
y 

de
pe

nd
en

cy
 o

n 
se

rv
ic

e 
pr

ov
id

er

18Thursday, February 5, 15



19

people-
centric

family
friends
communities
citizens
consumers

infrastructure/techno-centric
standard protocols
browsers
mobile phones

organization-centric
CRM
Facebook (as platform and app)
Hospital Management System

19Thursday, February 5, 15



Thank you!

- seda@nyu.edu

20

20Thursday, February 5, 15

mailto:sguerses@esat.kuleuven.be
mailto:sguerses@esat.kuleuven.be

